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Abstract

Large language model (LLM) agents are spreading in e-commerce, one consequence is in-

termediaries that can separate information gathering from transaction execution. This thesis

studies dynamic pricing when agents survey in isolated sessions and thereby weaken the Cost of

Information (COI), the premium platforms typically extract once demand signals are expressed.

We formalize the phenomenon and prove a Cost of Information theorem: as independent,

utility-maximizing agents saturate price queries, the platform’s sustainable margin goes to zero,

so ordinary dynamic pricing is incentive-incompatible in the limit.

The defensive design combines behavioral signals with distributionally robust optimiza-

tion (DRO). We implement a controlled storefront on a hybrid batch-streaming architecture

and show that human and agent sessions induce different transition kernels. Kullback–Leibler

divergence to class prototypes yields session scores that feed a distributionally robust reinforce-

ment learning (DR-RL) policy, posed as a Stackelberg game with a Wasserstein ambiguity set

over demand so the learner does not collapse to a single empirical demand curve under shifting

contamination.

Factorial training on TPUs shows the expected short-run revenue hit from contamination

and that the robust objective recovers COI and equilibrium structure in harder regimes (higher

contamination, larger catalogs), accounting for UX to prevent supra-competitive pricing. Code

and an interaction dataset are released for work on agent-mediated traffic.

Keywords: Dynamic Pricing, LLM Agents, Adversarial Machine Learning, E-commerce, Behav-

ioral Detection, Reinforcement Learning

Project page: https://velocitatem.github.io/PHANTOM/
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1 Introduction

In this paper we present an exploration and defense against the presence of new commercial entities

in digitally powered platforms, preserving market equilibrium in the age of AI. This research

establishes the following contributions: definition and formalization of non-human transactors in

e-commerce platforms, development of a testing-ground for capturing the behavioral essence of

these transactors across a large variety of digital systems, construction of a discriminative model

(to prove distinguishability) as a guiding teacher for downstream mitigation of contamination by

non-human entities, translation of such learned distinguishability into existing dynamic pricing

machine learning loops, and finally establishment of a high-level KPI-affecting causal effect and

cost-saving framework for the future of internet commerce in the presence of such non-human

learners.

This research effort touches a large variety of domains, spanning behavioral economics for

understanding the rationality of behavior as theorized by the concept of homo economicus, agent-

based modeling to translate our learned distinguishability into disjoint dynamic pricing systems,

reinforcement learning which serves as the SOTA for price-learners, and dynamic pricing and

market equilibrium theory to understand the risks of possible supra-competitive pricing phenomena

in cases of adversarial pricing systems driving the market out of equilibrium. 1

1.1 Motivation and Market Context

The current innovation boom in generative artificial intelligence and its applications to knowledge-

based work tasks has brought many competing technologies for browser-use automation, with

benchmarks and evaluations (Xia et al., 2025) motivating the development of capabilities focused

on commercial research, understanding, and transaction execution (Xie et al., 2024). The “AI

Agent” market is forecasted to grow from around USD 5-8 billion in 2025 to USD 42-52 billion by

2030. This surge reflects adoption in e-commerce, customer service, and enterprise automation,
1Given the rapid evolution of the field we acknowledge all developments with a knowledge cutoff set at the date of

March 1st 2026.
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where agents handle interactions previously done by humans, raising the question of how these

systems should be designed for future robustness as well as how to maintain a competitive edge in

the analytical components of e-commerce platforms (MarkNtel Advisors, 2025).

The key stakeholders affected by the threat of increasing agent-driven traffic include online

businesses and platform operators (especially in bot-heavy sectors like retail, travel, and financial

services), their security, fraud, and engineering teams, end users whose accounts and data are

exposed and whose user experience degrades, regulators and legal stakeholders responding to

breaches and fraud, and the attackers or bot operators driving the automation (Imperva, 2025).

The industry has already seen legal action in cases like Amazon against Perplexity (Ghaffary &

Day, 2025), stemming from the difficulty of identifying traffic from hybrid systems like the Comet

browser. This paper explores such systems to better understand what the interaction data looks like

and what it means for dynamic pricing and recommendation systems downstream. This observed

impact indicates a need for prevention of secondary negative effects on the “legacy” systems which

power modern revenue sources for many companies. Dynamic pricing algorithms rely on directly

translating demand features 𝑞 to new price assignments 𝑝 across a catalogue of products of size

𝑁 . Our exploration of this field opens opportunities to design a tabula rasa of digital market

mechanisms that will shape the future of commerce in the age of artificial intelligence.

1.2 Solution Space Overview

Dynamic pricing systems, as presented by Mueller et al. (2019), often deal with sparse low-rank data

of demand signals which, combined with contamination from agents, creates complex interactions

that impact pricing. To further complicate the problem, certain commercial settings such as the one

presented by Amjad and Shah (2017) must address the true demand of products under censored

observations. This provides a formulation for handling demand in our case with multiple kinds of

commercial mediators: 𝑞 ← 𝑞𝐴 + 𝑞𝐻 where 𝑞𝐴 represents the distribution of demand generated by

agentic mediators and 𝑞𝐻 represents that of true human demand, these are two distinct populations

with divergent objective functions.
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We formally define interaction data as coming from some actor which can either be an agent

(𝐴) or human (𝐻). For purposes of this research, an agent is an algorithmic loop with the ability

to access a web platform and perform actions such as clicks, scrolls, and input field fills. The loop

terminates when the internal large language model judges the provided task definition as complete.

A detailed breakdown can be found in algorithm 1.

1.3 Research Questions

This dissertation is organized around one main research question and three supporting pillar

questions:

Main RQ How can dynamic pricing systems preserve margin integrity when transaction orchestration

is increasingly mediated by non-human agents?

SQ1 Distinguishability: Can agent and human sessions be reliably distinguished from behavioral

interaction signals alone, without relying on network-level or device fingerprinting?

SQ2 Theoretical Impact: What is the formal relationship between agent contamination levels and

the erosion of pricing power in dynamic pricing systems?

SQ3 Robust Mitigation: How can pricing policies be constructed to maintain margin integrity

under unknown and non-stationary levels of agent contamination?

The previously described goal of distinguishability allows us to formulate a task which entails

taking raw interaction data for either actor and creating a composite demand estimate 𝑞. We propose

a robust optimization objective defined in our methodology, transforming the pricing problem into a

form of distributionally robust optimization (Kuhn et al., 2025) in which the learner guards against

adversarial contamination in observed demand distributions. The decision rule (in the policy) must

perform when the data-generating mechanism is not a single known distribution but any member

of an ambiguity set described only partially. Here that mechanism is a mixture whose weight and

components need not be stationary.
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Algorithm 1: AI Agent’s Interaction Loop
Input: Goal 𝐺, Platform URL 𝑢, LLMM
Output: Task completion result 𝑟
Initialize browser instance B with connection to 𝑢
Construct prompt 𝜋 ← BuildPrompt(𝐺, 𝑢)
done← False
while ¬done do

Observe current page state 𝑠𝑡 from B
QueryM with (𝜋, 𝑠𝑡) to determine next action 𝑎𝑡 ∈ {click, scroll, fill, navigate}
Execute 𝑎𝑡 on B to transition to state 𝑠𝑡+1
done←M .JudgeCompletion(𝐺, 𝑠𝑡+1)

Extract final result 𝑟 from terminal state
return 𝑟

Our work’s contributions are best understood as a dependency chain centered around dynamic

pricing. The work begins with a formal account of why a non-human mediator threatens pricing

power, then we construct a platform capable of generating the interaction data needed for our study

of that threat. On top of that substrate we build behavioral models to determine whether human

and agent traffic can be separated. The resulting contamination estimate is then translated into the

pricing core itself, where it serves as a key signal for robust control under distributional uncertainty.

The breadth of the thesis is therefore a consequence of the problem structure: the theoretical,

behavioral, systems, and control components are not separate projects, but successive requirements

of a single argument.

2 Literature Review

To situate the work we review agents and agentic computer use, web automation, economic reason-

ing, and strategic interaction, then turn to data-driven dynamic pricing under uncertainty. The main

technical risk is not “agents buying things” in isolation but agents reshaping the behavioral and

demand signals on which downstream pricing depends. Related litigation is already underway—for

example “Amazon.com Services LLC v. Perplexity AI, Inc” (2026) under the Computer Fraud and

Abuse Act. Mediating actors surface classic concerns such as false-name bidding (Yokoo et al.,
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2004) or pseudonymous re-entry which can whitewash reputation and weaken defenses (Feldman

et al., 2004). Dynamic pricing assumes demand proxies are behaviorally meaningful, whereas

classical bot detection targets security and access control. The gap we target is a principled way to

separate non-human reconnaissance from genuine human demand expression and to fold that signal

into pricing without degrading legitimate users (we track harm with a user-experience index), for

the stakeholders named in the introduction.

2.1 Agent Taxonomy and Definitions

An agent in the context of artificial intelligence is generally defined by anything that can reason

and act upon observations of its environments (collected through some sensory inputs) and carry

out actions through effectors. Moreover, a rational agent is an entity that is capable of perceiving

the world around them and taking actions to advance specified goals. This definition by Russell

and Norvig (2021) is further developed in an economic context by Parkes and Wellman (2015),

suggesting AI research attempts to construct a synthetic homo economicus, which may also be

termed machina economicus. A specific class or taxon of this machina economicus, the Large

Language Model (LLM) agent, is defined as an autonomous system capable of achieving goals and

adapting post-training, often without needing explicit code or fundamental model changes (Xia

et al., 2025).

We must however acknowledge that OSWORLD simulations by Xie et al. (2024) report a top

success rate of only 12.24% on multi-modal desktop and web tasks, versus about 72% for humans,

reflecting limited grounding and brittle recovery from unexpected errors. This weakness matters

for this research because it clarifies the near-term threat model: practical exploitation does not

require a fully competent “computer assistant”, only enough automation to perform high-volume

reconnaissance actions (search/filter/open product pages, probe availability/price boundaries) that

can contaminate behavioral signals. With the expected growth of these capabilities, this threat only

becomes more perilous to revenue management systems.

We model agent sessions as producing lower in-session conversion than humans, i.e.𝑃(purchase|𝐴) <
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𝑃(purchase|𝐻), with potentially higher volatility in 𝑞, which we proxy with look-to-book metrics

in the simulator.

2.2 Economic Agents: From Homo Economicus to Machina Economicus

Existing behavioral economic models tend to be criticized for the assumption of rational behavior,

as is embodied in the term of homo economicus. The definition of a machina economicus by Parkes

and Wellman (2015) is quite appropriate for our case, particularly because these assumptions of

rationality have been argued to be a very adequate reference for AI research by Varian (1995) due

to its expected utility maximizing nature. For modeling this behavior, the trajectories of these

agents can be formally defined to be partially observable Markov decision processes (Xie et al.,

2024). Agents are however not to be confused with web-bots which have previously been known as

automated software applications or scrapers which are set with a purpose of carrying out specific

tasks on the internet, without a higher level of internal judgement (Imperva, 2025). In our research,

we refer to this actor simply as an Agent belonging to the distribution 𝐴.

This economic framing also helps separate two related but distinct phenomena of agents as

buyers (changing market demand composition), and agents as information gatherers (changing the

observed interactions used by pricing/recommendation systems). The thesis focuses on the second,

where information acquisition strategically precedes purchase execution. We do not however

dismiss the proposed expectation that existing economic systems serving humans, will not be

populated by AIs across multiple channels and with various possibly misaligned goals as stated by

Parkes and Wellman (2015).

A HAP (HTTP Agent Profile) protocol has been developed as an internet draft by Dhir (2025)

in an effort to separate agentic and human internet traffic, however the majority adoption by both

the sellers and agent providers would be required for the implementation of such a solution.
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2.3 Problem Evidence and Market Impact

Contamination in dynamic pricing systems that observe demand features to update prices appears

across several industries. Aviation (about 24% of observed disruptions in one industry survey)

illustrates how malicious or scripted traffic can skew KPIs visible in look-to-book metrics. Excessive

reconnaissance traffic inflates search volume without corresponding completed bookings, thereby

skewing demand forecasts and disrupting dynamic pricing models. Demand proxies have also been

observed to cause significant threat to inventory management by creating artificial scarcity that

distorts the demand-supply relationships in the enterprise model. Censored demand as shown by

Amjad and Shah (2017) can also be observed in low-bias demand under-estimation caused by a

distortion effect coming from non-human traffic data (Imperva, 2025).

When dynamic pricing algorithms train on highly contaminated or noisy data, mis-inference

risk rises and revenue is threatened. Mis-specified reward and regret signals can push prices down

to preserve volume, eroding margins, while misfit to legitimate demand can produce the opposite

failure mode where both call for guardrails that preserve commercial intent (Mullapudi, 2025).

2.4 Theoretical Foundations: Economic Parallels

Varian (1995) studies sequential exploration of prices in an English auction: the bidder’s cost

can differ slightly from the seller’s reservation price. In that setting the buyer incurs no separate

cost for searching or exploring prices. The authors argue that any party responsible for pricing

must be immune to dynamic strategies that extract private information. The link to the Vickrey

(second-price) auction, a direct mechanism, is that defenses against exploitation may need to pair

with mechanisms in which truthful revelation of willingness to pay is incentive-compatible.

Like in classical revenue-maximizing auctions (Roughgarden, 2013) we assume that the human

actor in our system has a private valuation 𝑣 which we formally draw from intrinsically defined

distributions. The important note here is that the agent proxy does not have a mechanism to convey

this private information into the demand data which directly impacts the pricing systems.

The mediation between agents and commercial platforms turns on transaction costs of informa-
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tion gathering and negotiation. Shahidi et al. (2025) argue these costs tend toward zero (we give

a complementary formal result in Section 3). Coase (1937) treats search and participation time

as central to Coasean transaction costs, including discovery of relevant prices. Price discovery

without AI intermediaries is already costly. We extend this classical Coasean logic to AI-mediated

markets.

2.5 Landscape of Existing Work

Work on algorithmic collusion by LLMs (Fish et al., 2025) reports cross-model sensitivity to

instructions in the “system prompt,” including tendencies toward market division. If a dynamic

pricing algorithm which is trained to respond to market signals learns to coordinate with competitor

agents (or become manipulated by those agents), the market equilibrium is under threat of destabi-

lization. This is particularly true for Q-learning pricing learners as demonstrated by Calvano et al.

(2018).

Our effort to combat contamination stems from research by Hardt et al. (2015) on strategic

classification, in conjunction with Liu et al. (2024) who demonstrate a linear regret if contamination

is ignored. The strategic classification adversarial effect comes from an effort to manipulate some

representative features used in a learning pipeline, which can result in lower prices on loans or

lower prices from dynamic pricing algorithms.

To bridge the gap between detection and robust pricing, we look at work in Distributionally

Robust Optimization (DRO). As defined by Kuhn et al. (2024), DRO provides a framework for

decision-making under ambiguity, where the true data distribution is unknown but lies within

a “Wasserstein ball” of a target distribution. In our context, the “ambiguity set” represents the

uncertainty introduced by agentic reconnaissance. By optimizing for the worst-case distribution

within this set, pricing mechanisms can become resilient to the distributional shifts such as the ones

caused by non-human actors, effectively robustifying the revenue function against the contamination

described in our problem statement.

To build an environment where prices face a demand estimate from a behavioral model, we
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draw on RecSim (Ie et al., 2019). Modeling user behavior as partially observable Markov decision

processes yields synthetic interaction that generalizes past the usual cold-start limit of per-user data.

We translate RecSim-style user choice modeling into per-class transition models (human versus

agent). Dynamic Bayesian networks remain a tractability option for the full platform. RecSim’s

main contribution is a sandbox for recommender learners and we adapt that idea to dynamic pricing

under contamination into a sort of contaminated pricing simulator.

We also acknowledge the difficulty in similarly affected fields such as authorship, where Ganie

(2025) demonstrate the theoretical limits of the distributional divergence between text authored

by a human or large language model. Their approach of computing the divergence between two

distributions demonstrates purely theoretically that no classifier can outperform random guessing

on their particular task. This is yet another factor to take into consideration when exploring the

potential mitigation strategies.

The setting of our work is quite complex and covers a wide range of topics, each with its own

set of issues that further complicate the task at hand. There is however promise in the field of

reinforcement learning and adversarial robustness to combat these problems. We can summarize

the characteristics learned from the review of our environment as: (i) non-stationary demand with

temporal noise 𝜖𝑡 (ii) contaminated behavioral signals from mixed human-agent traffic with un-

known mixing ratio 𝛼 (iii) partial observability where only demand proxies 𝑞 are available, not true

demand 𝑑 (·) (iv) strategic actors capable of feature manipulation to influence pricing outcomes

(v) information asymmetry with private valuations 𝑣 drawn from unknown distributions (vi) ses-

sion-based interactions modeled as POMDPs with trajectories 𝜏𝑠 (vii) low conversion probability

for agents: 𝑃(purchase | 𝐴) < 𝑃(purchase | 𝐻) (viii) distributional uncertainty requiring robust

optimization within Wasserstein ambiguity sets (ix) potential for adversarial exploitation through

false-name bidding and identity whitewashing.
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3 Methodology

This section addresses the theoretical and practical framework developed to address dynamic pricing

under the influence of non-human actors. We begin by formalizing the problem environment and

the nature of the actors. We then derive the Cost of Information (COI) theorem, proving the

erosion of pricing power in the limit of agent saturation. Following this, we outline our generative

contamination strategy using GOFAI-driven distinguishability and transition probability learning.

Finally, we formulate the robust control problem as a Stackelberg game solved via Distributionally

Robust Reinforcement Learning (DR-RL) with constructed ambiguity sets.

3.1 Problem Formalization

We define a commercial environment where the platform interacts with a stream of sessions. Let

S denote the set of all sessions. Each session 𝑠 ∈ S is generated by an actor belonging to a latent

class 𝑌𝑠 ∈ {𝐻, 𝐴}, where 𝐻 denotes Human and 𝐴 denotes Agent.

Each session produces a trajectory of observable events 𝜏𝑠 = (𝑒𝑠,1, . . . , 𝑒𝑠,𝐿𝑠 ). An event 𝑒𝑠,𝑘 is

a tuple defined as:

𝑒𝑠,𝑘 = (𝑎𝑠,𝑘 , 𝑖𝑠,𝑘 , 𝑡𝑠,𝑘 ) (1)

where:

• 𝑎𝑠,𝑘 ∈ A is the action taken (e.g., view item, add to cart).

• 𝑖𝑠,𝑘 ∈ {1, . . . , 𝑁} is the target item index.

• 𝑡𝑠,𝑘 ∈ R+ is the continuous timestamp.

The platform does not directly observe the true underlying demand function 𝑑 (𝑝) where 𝑑 ∈ R+

and our proxy 𝑞 ∈ R+. Instead, it observes a behavioral proxy 𝑞𝑡 , which is a composite signal

derived from the mixture of actor types. We define the demand proxy for product 𝑖 at epoch 𝑡 as a
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weighted aggregation of events:

𝑞𝑡,𝑖 =
∑︁
𝑠∈S𝑡

𝐿𝑠∑︁
𝑘=1

𝜔(𝑎𝑠,𝑘 ) · 1[𝑖𝑠,𝑘 = 𝑖] (2)

where 𝜔 : A → R+ assigns weights to actions based on their signal strength regarding willingness

to pay.

In the current engine implementation, we use the normalized variant of this proxy for each step:

𝑞𝑡,𝑖 = 100 · 𝑞𝑡,𝑖∑𝑁
𝑗=1 𝑞𝑡, 𝑗 + 𝜀

(3)

with fixed category-level weights (cart, dwell, nav, filter) following the same rank order from

Table 3. This keeps the signal dense and directly usable in the simulator.

3.1.1 Actor Types and Demand Curves

We formalize the heterogeneity of actors by introducing a type space Θ. An actor of class 𝑌𝑠

is further parameterized by a type 𝜃 ∼ D𝑌𝑠 . This type determines the actor’s demand response

function 𝑑 (𝑝 | 𝑌𝑠, 𝜃), sampled from a distribution of possible demand curves. In compact form,

demand remains price-dependent as 𝑑 (𝑝 | 𝑌 = 𝑦). The total observed demand is a stochastic

process governed by the naively defined mixture:

𝑄(𝑝) = (1 − 𝛼) · E𝜃∼D𝐻
[𝑑 (𝑝 | 𝑌 = 𝐻, 𝜃)] + 𝛼 · E𝜃∼D𝐴

[𝑑 (𝑝 | 𝑌 = 𝐴, 𝜃)] + 𝜖𝑡 (4)

where 𝛼 ∈ [0, 1] represents the contamination parameter (proportion of agents) and 𝜖𝑡 is non-

stationary market noise. We address that the composition of two non-stationary variables can cause

difficulty distinguishing the sources of possible dynamic composition in online environments,

whether from market noise or agents specifically. Accounting for behavioral and market variation,

we also treat 𝜖𝑡 as absorbing serving-path variability from LLM infrastructure (e.g., batch-size-

dependent inference behavior under changing load), which appears stochastic at the request level
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even under greedy decoding (Horace He and Thinking Machines Lab, 2025).

3.2 Cost of Information (COI) Framework

The platform’s pricing power comes from information asymmetry: users who express strong interest

signals pay more than the base price. We quantify this markup as the Cost of Information (COI),

which represents the average premium extracted above marginal cost. The intuition behind this

being a cost comes from the perspective of the user who is interacting with the platform, where the

user is the one incurring that “cost.” COI measures the revenue at risk when information asymmetry

collapses. A top-level view in the current AI discourse is that sufficiently large productivity gains

can induce vertical deflation (vertical supply chain price decrease) through cost compression and

supply expansion (Rachitsky, 2026). Our contribution is narrower and mechanism-level: even

under long-run deflation, platform revenue still depends on short-run information costs to the user.

We formalize that rent as the Cost of Information (COI) and study how agentic reconnaissance

accelerates its erosion.

Definition 1 (Cost of Information). Let 𝜋(𝜏) be a pricing policy mapping interaction histories to

prices. The COI is defined as:

COI = E[𝑃] − 𝑝 (5)

where E[𝑃] is the expected price charged by the policy and 𝑝 is the minimum viable price (marginal

cost).

We now formally demonstrate that standard dynamic pricing mechanisms are not incentive-

compatible with high-frequency agentic traffic. As the number of independent competitive agents

𝑁 querying the system grows, the platform’s ability to sustain a COI vanishes.

Assumption Scope The theorem and core experiments in this thesis assume a non-collusive

independent-session setting: each agent queries prices independently and does not share sampled

quotes across agents. Collusive coordination is outside the current proof scope and is treated as an
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𝑝
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𝑓𝜋 (𝑝)

𝑝 E[𝑝]

COI

Figure 1: Illustration of the Cost of Information (COI). The COI is defined as the difference between
the expected price E[𝑝] realized by the policy and the minimum viable price 𝑝. The abstraction
we assume is that the reservation price 𝑝 already has some innate margin and would always result
in at least a break-even transaction.

extension scenario.

Theorem 1 (COI Erosion in the Limit). Let 𝑁 be the number of independent, utility-maximizing

agents querying the platform. Let 𝑝 (1) be the first order statistic (minimum) of the prices offered to

these agents. As 𝑁 →∞, the Cost of Information converges to 0.

Proof. Consider 𝑁 independent agents querying the platform, each receiving a price sample 𝑝𝑖

drawn from the pricing policy’s distribution 𝐹 (𝑝) bounded by [𝑝, 𝑝]. A strategic agent conducting

reconnaissance will select the minimum observed price: 𝑝 (1) = min(𝑝1, . . . , 𝑝𝑁 ). The probability

that the minimum price exceeds some threshold 𝑡 is:

𝑃(𝑝 (1) > 𝑡) = 𝑃(all 𝑝𝑖 > 𝑡) = [1 − 𝐹 (𝑡)]𝑁 (6)

For any price 𝑡 > 𝑝, the CDF satisfies 𝐹 (𝑡) > 0, so 1 − 𝐹 (𝑡) < 1. As 𝑁 grows, this probability

decays exponentially: [1 − 𝐹 (𝑡)]𝑁 → 0.

The expected minimum price can be written as:

E[𝑝 (1)] = 𝑝 +
∫ 𝑝

𝑝

[1 − 𝐹 (𝑡)]𝑁 𝑑𝑡 (7)
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Since the integrand vanishes as 𝑁 →∞ for all 𝑡 > 𝑝, the integral converges to zero. Therefore:

lim
𝑁→∞

COI = lim
𝑁→∞
(E[𝑝 (1)] − 𝑝) = 0 (8)

□

This result implies that standard pricing policies 𝜋 cannot extract the same surplus under

large-scale agentic search without additional structure, which motivates the robust control layer

below.

3.3 System Architecture: Hybrid Kappa-Lambda Architecture

In order for our research to have grounding in interactions we built a robust e-commerce web-

platform. In this framing Kappa represents streamed processing and Lambda batch operations

as is given by terminology in big-data processing. We initially conducted a survey of the leading

platforms of airlines and hotel booking sites to identify the specific interface patterns that effectively

manage complex travel data. To better understand the playing field, we collected artifacts on

design across various airlines and hotels. While both sectors rely on tabbed service selection and

left-sidebar filtering to streamline navigation, they diverge in result presentation: airlines utilize

visual date-price bars and multi-step wizards to optimize for logistical transparency, whereas

hotel platforms leverage image-led cards and scarcity triggers to drive emotional engagement and

urgency. Our web framework defines a highly agnostic boilerplate which can be seeded with any

data-modality with an easy-to-tailor pattern, which we leverage to define a hotel and airline

mode. Both modes are then individually deployed via an environment-level argument which adjusts

the proxy routing with custom middleware in Next.js to render only the desired mode. The purpose

of this was to create a baseline adaptable to any use-case or desired commercial application.

The architecture begins with deployed web applications posting interaction data to a backend

that stores each record in Apache Kafka. Kafka acts as the reservoir linking sessions to experiments.

Behavioral events and, separately, price observations from the pricing-provider microservice (in-
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voked by the frontend) land in Kafka topics. A scheduled Airflow pipeline (with manual triggers)

consumes the stream and the final pricing stage writes vectors to Redis for low-latency reads by the

provider and display in the client. This design pattern allows us to generalize to other commercial

settings, where Kafka is used for durability and replay, Redis for serving and quick queries. We

invested in this stack to keep runs reproducible and to limit extraneous variance so the same skeleton

applies across e-commerce settings.

Public Web Artifact We transition the Kappa-like architecture of the data collection to a Lambda

architecture for actual learning in a surrogate environment. This allows us to move faster on data

which is provided and helps us create a feedback loop for production deployment. To support further

research in this intersection of fields we release P4P 2 as a public repository providing the interaction

layer of the PHANTOM framework. This provides a configurable storefront which can be tailored

to any commercial setting with a standardized session-level event tracking. We document the API

adapters and expected schemas for pricing providers and log ingestion services. The repository is

intended for controlled experimentation and method replication rather than production commerce

deployment.

Public Dataset For reproducibility of the behavioral analysis and distinguishability experiments,

we also release the interaction dataset used in this thesis as WhoClickedIt. The dataset is hosted

on Hugging Face 3 and is distributed as one flattened event sheet (whoclicked.csv) with explicit

labels (actor type, is agent, and record type). The dataset card on that page documents the

schema, collection process, and known limitations.

3.3.1 DevOps Principles

Reproducibility guided deployment choices: the stack runs locally or on common cloud providers.

New interaction modalities follow a small template; middleware reads environment variables so
2https://github.com/velocitatem/p4p
3https://huggingface.co/datasets/velocitatem/whoclickedit

https://github.com/velocitatem/p4p
https://huggingface.co/datasets/velocitatem/whoclickedit
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parallel deployments (e.g. staging versus production-like experiments) differ only in configuration,

not in forked codebases.

3.3.2 Online Dynamic Pricing

To expose participants to state-dependent prices without over-constraining the study, we run a

transparent surge–discount heuristic in the background during data collection. The dynamic pricing

done is handled by a pipeline which computes a demand estimate on a per-product basis of a specific

window of the data, defined by the period 𝑇 which by default is 5 minutes. This dynamic pricing

pipeline computes a demand estimate vector 𝑞 ∈ R𝑁 by a weighted sum of interactions for each

product, it additionally computes a price elasticity vector 𝜖 in the same dimensions as our demand.

The final features matrix is of the size 𝑁 × 2 which we translate to a new price vector 𝑝 ∈ R𝑁 .

The transformation that governs this dynamic pricing is a very simple surge-based pricing (a

special case of our later defined policy 𝜋):

𝑝𝑖 =



𝑝0,𝑖 · 𝜆surge if 𝑞𝑖 ≥ 𝜚high

𝑝0,𝑖 · 𝜆disc if 𝑞𝑖 ≤ 𝜚low

𝑝0,𝑖 otherwise

∀𝑖 ∈ {1, . . . , 𝑁} (9)

where 𝑝0 ∈ R𝑁 is the base price vector (which is seeded into our database distinctly for

each mode of the commerce platform), 𝜚high, 𝜚low ∈ R are demand thresholds defining surge and

discount regions, and 𝜆surge, 𝜆disc ∈ R+ are multiplicative factors with typical values 𝜆surge = 1.2

and 𝜆disc = 0.9. This piecewise function enables rapid price adjustment in response to observed

demand without requiring complex elasticity estimation or historical calibration, allowing us to

work with actors within our experiments to a system with a dynamic component of pricing.
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3.4 Experimental Design

In the aforementioned platform we develop for our experiments, we use the surveyed websites

and create an average representation of what the most expected interfaces would be by extracting

common components and designing a high level template for dynamic pricing environments.

The interface is organized as a product catalog where each product belongs to a time-bounded

price vector (for example, a daily pricing period). During each period we collect interaction data

by instrumenting UI components and predefined action templates that are still customizable. That

yields controlled variation while keeping the interface controlled-for.

Since users act with motivations, we define a pool of tasks (jobs to be done) and assign

tasks randomly to participants. We discuss limitations and choices made in this experimental

design in Section 5.2. The task pool is stored as a structured table with fields id, created at,

task name, task description, and task def of done. We formulate the tasks as compact

jobs-to-be-done rather than as rigid instructions, because the target is to elicit realistic browsing

and comparison behavior which can capture nuance of different people. In hotel mode the assigned

tasks include Cheapest Room, Cheapest Room w/ View, MultiStep Cheapest Room, The Digital

Nomad (Executive), and The 3-Way Tradeoff (Desk + Quiet + Flexible). These prompts deliberately

require critical thought in search, inspection of room details, comparison of amenities or images,

return visits to the listing page, and a final booking decision which create a degree of cognitive load.

In airline mode we use Last-Minute One-Way Flight or Family/Work Emergency Travel, where the

actor must urgently travel to LAX from either SEA or JFK within the next 1 to 3 days, inspect at

least a small set of candidate itineraries, and then book a reasonable earliest departure. Figure 2

summarizes the assignment tree.

A representative task is to find the cheapest feasible catalog item under explicit constraints

while removing strict financial limits so we avoid trivial optimization behavior. Participants are

also randomly assigned to one experimental platform mode (hotel or airline). Once assigned, they

are dropped into the experiment with an actor ID. Under each experiment ID, we can observe

multiple sessions across time and gather long interaction traces for the same actor. This de-risks
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Participant

Platform: Hotel
Task sampled

from hotel pool

Platform: Airline
Task sampled

from air-
line pool

Figure 2: Experimental design decision tree for participant assignment.

our lower sample size of individuals by allowing broad interaction data to come from each one.

The human data collection involved 13 participants, all of whom provided explicit informed

consent prior to their session. Participants had an average age of 21 years and were recruited from

a university population. Alongside the 13 human sessions we ran 16 agent sessions of equivalent

task scope, yielding 29 labeled trajectories in total (45% human, 55% agent). Each participant was

assigned a single platform mode and a single task drawn from the pool, and completed the session

independently without guidance on navigation or pricing strategy.

To evaluate quality and realism of the setup, we store both structured event logs and full

interaction transcripts. This lets us combine quantitative analysis with transcript-level qualitative

findings. The result is an isolated system where we can control the interaction process while

preserving realistic behavior.

Operationally, goals and experiment runs are tracked in PostgreSQL (goal table, run table,

and assignment mapping). This data-acquisition phase is the first half of the methodology and is

intentionally a disconnected component that feeds the later contributions. The second half uses

collected behavioral traces to distinguish classes 𝑌 ∈ {𝐴, 𝐻} with session-conditioned probability

estimates, then injects those estimates into the pricing learner.

Our process follows three stages: (1) observe and vectorize behavioral interactions, (2) learn

distinguishability to characterize human versus agent patterns, and (3) use the learned signal to
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train a defensive policy in a controlled dynamic-pricing simulator.

Figure 3 summarizes the full mechanism from online interaction capture to divergence-based

contamination scoring and robust control of pricing decisions.

(a) Online platform and data plane

Human

Agent

Next.js
Web App

Pricing
Provider Redis

Kafka stream
Behavior events

Kafka stream
Price quotes

Worker / ETL
Feature jobs

Model
Registry

𝑒 = (𝑎, 𝑖, 𝑡 , 𝜇, 𝛿 ) (𝑖, 𝑝, sid, 𝜙, 𝑡 )

model refresh

(b) Distinguishability layer
Session prefix

𝜏′

Empirical kernel
𝑇 ′

Weak labels
D𝐻 ,D𝐴

Prototype
𝑇𝐻

KL distances
Δ𝐻 ,Δ𝐴

Prototype
𝑇𝐴

Contrastive
calibration head

Session score
𝑓 (𝜏′), 𝛼̂(𝜏′)

𝛼̂(𝜏′ ) = 𝜎 (𝛽 (Δ𝐻 − Δ𝐴) )

(c) Distributionally robust control
State summary
[𝑝𝑡−1, 𝑞𝑡−1, 𝑓 (𝜏′)]

Ambiguity set
U𝜖 (𝑃̂𝑁 )

Inner minimisation
min𝑄∈U𝜖

Contamination scenarios 𝛼𝑘 ∈ A𝜖𝛼 (𝛼0)

𝑟𝑡 = 𝑅(𝑝𝑡 , 𝑞𝑡 ) − 𝜆COIleak(𝑝𝑡 , 𝜏′𝑡 ) − 𝜂𝑈𝑋𝑡

Robust policy 𝜋∗ Publish price
vector 𝑝𝑡

𝜋∗ = arg max𝜋 min𝑄∈U𝜖 E[𝑟𝑡 ]

market response

offline extraction
contamination signal

serve online

Figure 3: Unified PHANTOM defense architecture. (a) Online serving and logging with behavioral
and price-query streams. (b) Distinguishability layer that estimates KL divergence to human/agent
prototypes and derives session-level contamination scores. (c) Distributionally robust pricing
control that optimizes under an ambiguity set while penalizing COI leakage and tracking UX cost.
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Figure 4: Overview of the Dynamic Pricing Tasks.

Our web platform (developed in similar spirit to RecSim (Ie et al., 2019)) gives us a controlled

environment where tasks are assigned to human and agentic actors and then executed. Each actor

receives a browser-level experiment identifier that may persist across multiple session IDs. We then

group by experiment and extract session trajectories using the schema below.
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To speak to realism, user interviews reported that the platform architecture mirrored standard

booking interfaces and reduced the cognitive load required to learn the system. One participant

described the flow as “intuitive” and close to a “normal” transaction, suggesting observed behavior

was primarily driven by pricing treatment rather than interface novelty.

The dynamic pricing mechanism elicited immediate behavioral adjustments. Participants were

sensitive to price volatility: sudden boosts triggered urgency and faster booking attempts, while

large listing-to-final discrepancies triggered deeper comparison behavior. The responses match

what one expects from live e-commerce experiences, such as reactions to volatility, which supports

external validity despite the lab setting.

3.4.1 Design of Training Sweeps

The simulator has multiple configurable factors. Training runs are driven by Weights & Biases

sweep definitions versioned with the codebase, mixing random and grid schedules rather than

a single full factorial. For the contamination ratio 𝛼, exploratory sweeps draw 𝛼 uniformly on

[0.1, 0.6] and then some sweeps use the narrower interval [0.1, 0.5]. Grid sweeps fix explicit

level sets, for example 𝛼 ∈ {0.1, 0.2, 0.3, 0.4, 0.6, 0.8} (six levels, including 0.8 beyond the typical

exploratory upper endpoint) or five levels {0.1, 0.2, 0.3, 0.4, 0.6}. Auxiliary schedules also include

𝛼 = 0 alongside positive values. Robustness radius 𝜖𝛼, COI penalty 𝜆coi, RL algorithm (ppo, a2c,

dqn, qtable), and the discretization of the price action grid vary by sweep. Broad random search

may use uniform 𝜖𝛼 ∈ [0, 0.3] and 𝜆coi ∈ [0.05, 0.6]; tighter grids may fix 𝜖𝛼 = 0.2 and restrict

𝜆coi to {0.15, 0.30}. Behavioral distinguishability is assessed with a two-sample Mann–Whitney

test on per-session divergence gap scores at cohort sizes 𝑛𝐻 = 13 and 𝑛𝐴 = 16. While this scale

is generally expensive for reinforcement learning, we execute it on a large TPU cluster to make the

sweep tractable.

Our training budget is provisioned through TPU Research Cloud and spans 384 chips across

TPU v4, v5e, and v6e generations, with a spot-heavy allocation plus an on-demand reserve.

At peak BF16 throughput this corresponds to approximately 160 PFLOPS of aggregate compute
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(derivation in Appendix B), which makes repeated seeds, ablations, and sensitivity sweeps feasible

within practical wall-clock limits. We allocate v6e capacity to the highest-intensity policy training

jobs, use v5e for wider hyperparameter exploration, and reserve on-demand v4 capacity for runs

that should not be interrupted.

Table 1: Compact comparison of TPU generations used in the training stack.

Feature TPU v4 TPU v5e TPU v6e (Trillium)

Peak BF16 per chip (TFLOPS) 275 197 918
HBM capacity per chip (GB) 32 16 32
HBM bandwidth per chip (GB/s) 1200 819 1600
TensorCores per chip 2 1 1
Interconnect topology 3D mesh/torus 2D torus 2D torus
Max pod size (chips) 4096 256 256

Table 2: TPU allocation used for the factorial study.

TPU Type Total Chips Zone(s) Provisioning

v6e 128 (64 + 64) europe-west4-a, us-east1-d Spot
v5e 128 (64 + 64) us-central1-a, europe-west4-b Spot
v4 64 (32 + 32) us-central2-b 32 Spot + 32 On-demand

For connections from Madrid, we prioritize the europe-west4 allocation for the sake of latency

and the benefit of having the most grouped chips within a single region. This regional grouping is

important for the deployment of our Kubernetes cluster which cannot span multiple regions. All

sweep metadata, model checkpoints, and reward traces are logged in Weights & Biases. (“TPU

v4 — Google Cloud Documentation,” 2026; “TPU v5e — Google Cloud Documentation,” 2025;

“TPU v6e,” 2025).

Training images abide by Docker layer caching principles with maximal caching on the lowest

levels. Dependency layers are separate from the copy of application source so code edits or tweaks

do not re-boot the entire build such that only changes to the training entrypoint or dependencies

force a full rebuild.

TPU capacity is scarce and often preemptible, so we rely primarily on on-demand pods for

workloads that must finish without interruption. A typical reservation is a 32-chip pod across four
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worker VMs. That layout already gives enough parallelism for our sweep driver without adding a

separate cluster scheduler. We considered SLURM-style job arrays, but fluctuating provisioning

times would have added operational overhead with little benefit for our workload, so orchestration

stays in the container and Ray layer described below.

3.4.2 Interaction Schema

We extend the basic event tuple 𝑒𝑠,𝑘 to capture the full observational signal available to the platform.

An interaction event is defined as the extended tuple:

𝑒𝑠,𝑘 =
(
𝑎𝑠,𝑘 , 𝑖𝑠,𝑘 , 𝑡𝑠,𝑘 , 𝜇𝑠,𝑘 , 𝛿𝑠,𝑘

)
(10)

where 𝜇𝑠,𝑘 ∈ M is a metadata record containing action-specific context (e.g., price observed, filter

parameters, element text), and 𝛿𝑠,𝑘 ∈ R+ is the dwell time in milliseconds for attention-based

actions.

A session 𝑠 is itself a structured record:

𝑠 = (sid, eid, 𝑡0, 𝜙, U, 𝜏𝑠) (11)

where sid is a unique session identifier (UUID), eid optionally links to an experiment, 𝑡0 is the

session start timestamp, 𝜙 ∈ {hotel, airline} denotes the platform mode, U is the user-agent

string, and 𝜏𝑠 is the trajectory of events.

The action space A is partitioned into four semantic categories based on the behavioral signal

each action conveys:

This partition enables the weight function 𝜔 from Eq. 2 to assign category-specific signal

strengths, with 𝜔(Acart) > 𝜔(Adwell) > 𝜔(Anav) > 𝜔(Afilter) reflecting decreasing commitment.

The ordering cart > dwell > nav > filter is a deliberate simplification: we set it from early data by

ranking categories by KL divergence between human and agent transition rows and then spacing

weights in powers of two. The simulator encodes cart = 4.0, dwell = 2.0, nav = 1.0, filter = 0.5
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Table 3: Action space partition A = Anav ∪ Acart ∪ Afilter ∪ Adwell with signal interpretation.

Category Actions Signal 𝝎

Acart add item, remove, checkout, purchase Purchase intent High
Adwell hover title, hover paragraph, hover link Sustained attention Medium
Anav page view, view item, learn more Discovery Low
Afilter search, filter date, filter price, sort Preference refinement Lowest

and finally unknown actions map by prefix to the nearest category (or are discarded).

The metadata record 𝜇 varies by action type. For product views, 𝜇 contains the observed price

𝑝obs and product attributes. For dwell events, 𝜇 includes the element text and accumulated hover

duration. This heterogeneous structure is captured via a schema-on-read approach in our Kafka

ingestion pipeline, where events are validated against type-specific schemas before storage.

In addition to behavioral events, the platform logs price observations to a separate Kafka

topic. Each price query generates a record (𝑖, 𝑝, sid, 𝜙, 𝑡) associating the product, displayed price,

requesting session, platform mode, and timestamp. This dual-stream architecture enables joint

analysis of price exposure and behavioral response.

3.5 Generative Contamination and Distinguishability

To train a robust pricing learner, we need a simulator that can generate realistic interaction data

under controlled contamination. We build this from Phantom data using a two-stage approach.

3.5.1 Ground-Truth Distinguishability

Because sessions are collected under controlled experimental conditions where each actor is as-

signed a known type at the start of the trial, labels 𝑌𝑠 ∈ {𝐻, 𝐴} are available as ground truth

rather than as the output of a heuristic classifier. We therefore estimate separate transition ker-

nels directly from each labeled partition D𝐻 and D𝐴, treating the resulting T̂𝐻 and T̂𝐴 as the

ground-truth behavioral profiles for each class. We then ask a direct methodological question:

are the kernels distinguishable enough to justify downstream pricing control that depends on that
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distinguishability?

For each session 𝑠 we fit a session-level transition kernel T̂𝑠, then average KL divergence to

the human centroid (Δ𝐻,𝑠) and to the agent centroid (Δ𝐴,𝑠). The distinguishability score is the gap

Δ𝐻,𝑠 − Δ𝐴,𝑠 (negative ≈ human-like, positive ≈ agent-like). KL is used because it compares full

categorical rows, not single features.

Gap scores are skewed and nonnegative, so we test cohort differences with a Mann–Whitney

𝑈 test (Mann & Whitney, 1947) rather than a 𝑡-test. We report 𝑈, the two-sided 𝑝-value, and

descriptive statistics for each group.

Definition 2 (Kullback-Leibler Divergence for Transition Distributions). Let 𝑃𝑒 and 𝑄𝑒 be cat-

egorical distributions over destination states following event 𝑒, derived from human and agent

trajectories respectively. The KL divergence between these distributions is:

𝐷KL(𝑃𝑒 ∥ 𝑄𝑒) =
∑︁
𝑘∈S𝑒

𝑃𝑒 (𝑘) log
𝑃𝑒 (𝑘)
𝑄𝑒 (𝑘)

(12)

where S𝑒 denotes the set of destination events that follow 𝑒 in the human trajectories.

We exploit KL asymmetry so that “distance from human-like” is explicit in the score, not only

distance from agents.

To obtain this statistic, we aggregate transitions by triggering event 𝑒 and treat normalized

outgoing probabilities as categorical distributions 𝑃𝑒 (human) and 𝑄𝑒 (agent). We intersect shared

event labels, then accumulate log-ratio contributions over shared destinations. Large contributions,

including near-zero 𝑄𝑒 (𝑘) cases, identify transitions where one actor class is difficult to mimic.

With these divergence features we compute a weak agent probability 𝑓 (𝜏′) ∈ [0, 1] directly

from divergence gaps, which we later use as a weighting and control signal.

3.5.2 Transition Probability Estimation

For both subsets, we model session dynamics as a Markov decision process and estimate transition

kernel T . For each actor type we estimate global kernels T̂𝐴 and T̂𝐻 , then cluster into behavioral
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sub-kernels T̂ 𝑖𝑦 to avoid collapsing all behavior into one average profile. Transition probabilities

are estimated by maximum likelihood:

𝑃̂(𝑠′ | 𝑠) = 𝑁 (𝑠, 𝑠′)∑
𝑘∈S 𝑁 (𝑠, 𝑘)

(13)

where 𝑁 (𝑠, 𝑠′) is the observed transition count. This allows us to construct a Contamination

Generator G(𝛼). Given a clean trajectory dataset, G injects synthetic agent trajectories sampled

from T̂𝐴 until the effective mixing ratio reaches 𝛼. The properties of an MDP such as a discrete

state space, nonnegative transition mass, and row-stochasticity (
∑
𝑠′ 𝑃̂(𝑠′ | 𝑠) = 1 for visited states)

should be preserved by the operation described below.

To scale this to catalog-level pricing, we expand the base event transition matrix from 𝑇 × 𝑇

into product-specific transitions using the current demand condition. In practice, we normalize the

demand vector across products and use it to weight how much transition mass each product pair

receives. Concretely, each cell of the base matrix becomes an 𝑁 × 𝑁 block (for 𝑁 products), so the

transition matrix grows from 𝑇 ×𝑇 to (𝑇 ·𝑁) × (𝑇 ·𝑁). Finally, we add𝐶 generic states (homepage,

login, checkout terminal states), which gives the full kernel size (𝑇 · 𝑁 + 𝐶) × (𝑇 · 𝑁 + 𝐶).

3.6 Distributionally Robust Reinforcement Learning (DR-RL)

We formulate pricing as a Stackelberg game in which the platform (leader) sets prices 𝑝𝑡 , and

the population (follower) responds through trajectories and demand. A useful intuition is that the

platform behaves like a distorted mirror at a 45-degree angle: what it mirrors is population demand

into an estimated demand proxy, and that proxy drives revenue.

Because contamination level 𝛼 and demand shift are non-stationary online, a simple error term

is not enough. We therefore use a Distributionally Robust Optimization objective. Let 𝜏′ be a newly

observed trajectory generated by an unknown actor profile (sampled from the behavioral models

in Section 3.5.2). We need a demand mapping conditioned on price and trajectory, 𝑄̂(𝑝, 𝜏′). For

each 𝜏′, we compute T̂ ′ and compare it with controlled baselines T̄𝐻 and T̄𝐴:
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Figure 5: Markov Decision Process visualization illustrating the behavioral transition dynamics for
human actions.

Δ𝐻 = 𝐷𝐾𝐿 (T̂ ′ ∥ T̄𝐻) (14)

Δ𝐴 = 𝐷𝐾𝐿 (T̂ ′ ∥ T̄𝐴) (15)

From these two divergences we define the gap score following previously highlighted intuition

of the divergence:

𝑔(𝜏′) = Δ𝐻 (𝜏′) − Δ𝐴 (𝜏′). (16)

Positive values indicate trajectories farther from the human centroid and closer to the agent centroid.
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Figure 6: Markov Decision Process visualization illustrating the behavioral transition dynamics
for agent behavior profiles. The state space and transition probabilities are learned from observed
session trajectories to enable generative contamination.

We map this gap to a weak agent probability using a temperature-controlled logistic map:

𝑓 (𝜏′) = 𝑃(𝑌 = 𝐴 | 𝜏′) = softmax(−Δ𝐴,−Δ𝐻)𝐴 = 𝜎

(
Δ𝐻 − Δ𝐴

𝑇

)
, 𝑇 > 0. (17)

The session-level control signal injected into pricing is then

𝛼̂(𝜏′) = 𝑓 (𝜏′). (18)

This turns distinguishability into an operational control input in the engine. On a per-customer

or use-case basis, a similar data collection and fitting process should be repeated to obtain domain-

specific behavior kernels.

In implementation we keep an alternating game-history buffer and advance it each epoch with

two transitions where the platform publishes a price vector (leader move), then the environment

returns trajectory-derived demand (follower move). We call this the Limbo.
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Figure 7: Logistic mapping from the gap Δ𝐻 − Δ𝐴 to the weak agent probability 𝑓 (𝜏′). Markers
indicate the contrasts Δ𝐻 < Δ𝐴 and Δ𝐻 > Δ𝐴.

To avoid notation drift, we separate two COI objects used for different purposes:

COIlevel(𝜋) = E[𝑃] − 𝑝 (19)

COIleak(𝑝, 𝜏′) = 𝑓 (𝜏′) · InfoValue(𝑝, 𝜏′) (20)

where COIlevel is evaluated at policy level and COIleak is evaluated per observed quote during

training. Subsequently, when discussing the reward structure, we will better understand the term

of the information value.

3.6.1 Ambiguity Set Construction

We define an ambiguity set U𝜖 (𝑃̂𝑁 ) centered around our empirical reference distribution 𝑃̂𝑁

(derived from the generator G). We utilize the Wasserstein distance metric to define the set of

plausible demand distributions the agent might face:

U𝜖 (𝑃̂𝑁 ) =
{
𝑄 ∈ P(Ξ) : 𝑊𝑝 (𝑄, 𝑃̂𝑁 ) ≤ 𝜖

}
(21)

This set captures all distributions that are statistically close to our observed training data but allows

for adversarial shifts.

For the current engine baseline, we use a compact inner-robust approximation by applying
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ambiguity over contamination in a local interval around nominal contamination 𝛼0:

A𝜖𝛼 (𝛼0) = {𝛼 ∈ [0, 1] : |𝛼 − 𝛼0 | ≤ 𝜖𝛼} (22)

and we evaluate a small fixed grid in A𝜖𝛼 (𝛼0) per step, selecting the worst-case candidate for the

learner.

3.6.2 Environment Setup for Dynamic Pricing

The complete pricing-demand-trajectory loop is illustrated in Figure 8. The Oracle maps historical

price and demand state to a new price vector, which is exposed to a distribution of demand curves.

Each product generates trajectories weighted by behavioral kernels 𝜏𝑌 , producing a full transition

matrix 𝜏′ over sessions. Sampled trajectories {𝜏𝑘 } are aggregated through the demand proxy

function 𝑄(·) to yield the next demand vector, which feeds back into the Oracle.

Oracle( ®𝑝𝑡−1, ®̂𝑞) →
©­­­«
𝑝0
𝑝1
· · ·
𝑝𝑁

ª®®®¬ 𝑑𝑖 ∼ N ®𝑝−−−−−−→

©­­­«
𝑑0
𝑑1
· · ·
𝑑𝑁

ª®®®¬
®𝑑 ⊗ 𝜏𝑌−−−−−→


0.01 0.02 · · · 0.3
0.41 0.24 · · · 0.0
· · · · · · · · · · · ·

0.51 0.09 · · · 0.1


𝜏𝑘 ∼ 𝜏′−−−−−→

{𝜏𝑘 }𝐾𝑘=0 → 𝑄̂(𝜏𝑘 ) →
©­­­«
𝑞0
𝑞1
· · ·
𝑞𝑁

ª®®®¬→ Oracle(·)

Figure 8: Oracle-based pricing loop: historical price and demand state map to a new price vector;
each product samples demand curves fromN ®𝑝; trajectories are generated via the Kronecker product
®𝑑 ⊗ 𝜏𝑌 into transition matrix 𝜏′; sampled trajectories {𝜏𝑘 } aggregate through proxy 𝑄(·) to yield

updated demand ®̂𝑞, closing the feedback loop.
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3.6.3 The Min-Max Objective

The robust policy 𝜋∗ is obtained by solving the maximin problem:

𝜋∗ = arg max
𝜋

min
𝑄∈U𝜖

E𝑑∼𝑄 [𝑅(𝑝, 𝑑) − 𝜆 · COIleak(𝑝, 𝜏′) − 𝜂ux · UX(𝜏′, 𝑝)] (23)

where 𝑅(𝑝, 𝑑) is the revenue function, 𝜆 weighs the information-leakage penalty, 𝜂ux weighs the

user-experience penalty, and UX(𝜏′, 𝑝) ∈ [0, 1]. We note that 𝑝 is directly dependent on 𝜋, which is

the one deciding this as its action. Looking at the reward structure, note that we are not subtracting

COI but rather the leakage of COI, which is as defined below.

In practice, we parameterize this with a session-level leakage term:

COIleak(𝑝, 𝜏′) = 𝑓 (𝜏′) · InfoValue(𝑝, 𝜏′) (24)

where 𝑓 (𝜏′) is the weak agent probability and InfoValue is implemented either as a constant

query-tax surrogate or as a revelation surrogate − log 𝜋(𝑝 | 𝜏′). This is the surprise of a certain

price-setting probability. Essentially, we proxy the leakage term as a surprise of the price our policy

is setting, weighted by the contamination estimate. Appendix D expands on why the logarithm is

used in the revelation surrogate.

The inner minimization selects the contamination candidate that makes the penalized reward

smallest, so the outer policy update faces the worst plausible leakage scenario inside the ambiguity

set rather than an average case.

For the baseline engine reported here, we intentionally use the constant query-tax surrogate to

keep the mechanism minimal:

𝑟𝑡 = 𝑅

(
𝑝𝑡 , 𝑄̂𝑡

)
− 𝜆 𝑓 (𝜏′𝑡 ) 𝑐info − 𝜂ux UX(𝜏′𝑡 , 𝑝𝑡) (25)

with fixed 𝑐info > 0, matching the leakage term COIleak = 𝑓 (𝜏′𝑡 ) 𝑐info and the user-experience

penalty already introduced in (23).
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Another possible extension is to adapt the ambiguity radius online, e.g., 𝜖 (Δ𝐻), so the Wasser-

stein ball changes with live divergence. We keep this as future work and retain a fixed-radius setup

because Wasserstein ambiguity already handles heavy-tail and “black swan” behavior without

absolute continuity assumptions (Kuhn et al., 2024).

3.6.4 Actor Implementation

In our simulation, the “follower” is implemented as a set of Actors. Each Actor is initialized with

a class 𝑌 and a latent type 𝜃 ∼ D𝑌 , which samples a specific demand curve 𝑑 (𝑝 | 𝑌, 𝜃) from the

latent distribution. This formalization ensures that our DR-RL agent does not overfit to a single

deterministic demand function but learns a policy robust to the distributional uncertainty defined

byU𝜖 .

Practical implementation of browser agents is a strongly evolving field with near-weekly releases

of SOTA architectures. In this thesis implementation we abstract that layer into trajectory generators

learned from observed human/agent transition kernels.

As part of reward engineering, we keep a UX factor (𝑈𝑋 ∈ [0, 1]) as an auxiliary evaluation

axis. In code, the UX index is implemented as a volatility penalty on relative price changes, with

an extra upward-volatility component weighted by 0.5 and scaled by 𝜂ux and an information-budget

term. We also keep a separate supra-competitive penalty tied to persistent price excess above a

competitive anchor, which punishes high-price behavior even when volatility is low. We measure

volatility as mean absolute relative price movement, 𝑣𝑡 = 1
𝑁

∑𝑁
𝑖=1

��(𝑝𝑡,𝑖 − 𝑝𝑡−1,𝑖)/max(𝑝𝑡−1,𝑖, 1)
��.

We also consider taxation-like overlays for agent traffic under strategy-proof mechanism design

(e.g., Vickrey-Clarke-Groves style rules). This remains an extension path and is not part of the

main implementation in this thesis.

3.6.5 Pricing Mechanism Summary

We now present the complete pricing mechanism that integrates the behavioral distinguishability,

contamination estimation, and robust optimization components developed in the preceding sections.
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Figure 9: Introducing the UX index allows us to better distinguish the kind of impact different
methods have and allows us to compare them on this Pareto-efficiency-like scale.

Algorithm 2 formalizes the defensive pricing loop as a Stackelberg game where the platform (leader)

sets prices and the aggregate demand (follower) responds through observed session trajectories.

The algorithm operates in discrete epochs indexed by 𝑡. At each epoch, the platform applies

one discrete multiplicative price action, the environment samples a batch of sessions, and demand

is recomputed from weighted events. Robustness is implemented as an inner minimization over

a small local grid of contamination candidates around nominal 𝛼0, matching the current engine

implementation. The history buffer L enforces the alternating Stackelberg structure by preserving

the temporal sequence of price publications and demand observations.

3.7 Parallelization Strategy

To reduce mid-job preemption we standardize on a TPU v4 allocation with 40 chips and five

workers. A head process launches Ray (Moritz et al., 2018) and attaches workers across the

remaining hosts.

3.7.1 Computational Cost Analysis of the Simulation Step

The per-step cost of Algorithm 2 is not uniform across its components. To inform hardware

provisioning and to identify where algorithmic improvements are most impactful, we profile the
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Algorithm 2: PHANTOM defensive pricing loop
Input: catalog size 𝑁; action scale grid S𝑎𝑐𝑡 ; nominal contamination 𝛼0; ambiguity radius

𝜖𝛼; candidate count 𝐾; horizon 𝑇 ; sessions per step 𝑀; behavior kernels 𝑇𝐻 , 𝑇𝐴;
event weights 𝜔; COI penalty 𝜆

Output: trajectory {(𝑝𝑡 , 𝑄̂𝑡 , 𝛼∗𝑡 )}𝑇−1
𝑡=0

for 𝑡 ← 0 to 𝑇 − 1 do
observe 𝑜𝑡 = [𝑄̂𝑡−1, 𝑝𝑡−1]
choose discrete action 𝑎𝑡 ∈ {1, . . . , |S𝑎𝑐𝑡 |} from policy 𝜋
set 𝑝𝑡 ← clip(𝑝𝑡−1 · S𝑎𝑐𝑡 [𝑎𝑡])
define local ambiguity interval A𝜖𝛼 (𝛼0) = {𝛼 : |𝛼 − 𝛼0 | ≤ 𝜖𝛼}
for 𝑘 ← 1 to 𝐾 do

set 𝛼𝑘 ∈ A𝜖𝛼 (𝛼0) from a uniform grid
sample 𝑀 sessions from mixture (1 − 𝛼𝑘 )𝑇𝐻 + 𝛼𝑘𝑇𝐴
compute demand proxy 𝑄̂ (𝑘)𝑡 =

∑𝑀
𝑚=1

∑
𝑗 𝜔(𝑎𝑚, 𝑗 ) 1[𝑖𝑚, 𝑗 = 𝑖]

compute (Δ(𝑘)
𝐻
,Δ
(𝑘)
𝐴
) and session score 𝑓 (𝑘)𝑡 from KL divergence

compute candidate reward 𝑟 (𝑘)𝑡 = 𝑅(𝑝𝑡 , 𝑄̂ (𝑘)𝑡 ) − 𝜆 𝑓
(𝑘)
𝑡 𝑐𝑖𝑛 𝑓 𝑜

choose 𝑘∗ ← arg min𝑘 𝑟 (𝑘)𝑡 , set 𝛼∗𝑡 ← 𝛼𝑘∗

set 𝑄̂𝑡 ← 𝑄̂
(𝑘∗)
𝑡 , 𝑟𝑡 ← 𝑟

(𝑘∗)
𝑡

hot path of the engine using Python’s cProfile instrumentation over 20 environment steps under

two configurations: a baseline with the robustness inner loop disabled (𝐾 = 1, 𝜖𝛼 = 0) and a

standard robust setting (𝐾 = 5, 𝜖𝛼 = 0.2). Both runs use 𝑀 = 10 sessions per market call and

𝑁 = 3 products.

The baseline achieves approximately 26 steps per second. Enabling the robustness inner loop

with 𝐾 = 5 candidates drops throughput to 7.2 steps per second, a 3.6× slowdown that is directly

proportional to 𝐾 , consistent with the 𝑂 (𝐾) scaling of the adversarial alpha selection in the

implementation.

Across both configurations, sample behavior from transitions accounts for 86–88% of

total wall time. The function implements the Markov chain sampler described in Section 3.5.2:

at each transition it retrieves the current-state row from the expanded transition DataFrame via

label-based indexing, which internally dispatches through the pandas xs and fast xs code paths.

For 𝑀 sessions each running up to 𝐿max = 40 transitions, a single market.act() call issues up to

𝑀 · 𝐿max individual row lookups. With 𝐾 = 5 robustness candidates per outer step this accumulates
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Table 4: Per-step profiling results (20 steps, 𝑀 = 10 sessions, 𝑁 = 3 products). Self-time measures
time spent inside the function excluding callees and cumulative time includes the full call subtree.

Function Calls Self (ms) Cum. (ms) Cum. %

Baseline (𝐾 = 1, 0.77 s total, 26 steps/s)
sample behavior from transitions 420 131 658 86%
DataFrame.xs 4,820 30 201 26%
numpy.nan to num 4,904 43 97 13%
adjust behavior to condition 84 3 54 7%

Robust (𝐾 = 5, 2.79 s total, 7.2 steps/s)
sample behavior from transitions 1,220 519 2,447 88%
DataFrame.xs 16,668 108 729 26%
numpy.nan to num 16,912 164 363 13%
adjust behavior to condition 244 11 108 4%

to 5 × 10 × 40 = 2,000 row accesses per outer step, producing the 16k xs invocations observed in

Table 4.

The numpy.nan to num calls, accounting for 13% of self-time, occur once per row lookup to

sanitize sampled probability vectors before normalization; their call count therefore tracks the xs

count exactly.

adjust behavior to condition expands the base 𝐸 × 𝐸 event transition matrix to a (𝐸 ·

𝑁) × (𝐸 · 𝑁) product-specific matrix via a Kronecker product. At 𝑁 = 3 this is inexpensive, but

the cost scales as 𝑂 (𝐸2𝑁2), so at the 𝑁 = 10 default it becomes a more significant contributor.

The result is not cached across the 𝐾 robustness candidates inside a single outer step, meaning the

Kronecker expansion is recomputed 2𝐾 times per step (once for the human kernel and once for the

agent kernel at each candidate 𝛼𝑘 ).

The dominant bottleneck therefore has a clear structural cause: the expanded transition matrix

is a string-keyed DataFrame, and pandas object-level indexing carries substantial per-call overhead

relative to the arithmetic being performed. Converting the expanded matrix to a numpy array with an

accompanying integer state-to-index map, computed once per market.act() call and cached for

the duration of the robustness inner loop, eliminates the entire pandas dispatch chain. We leverage

this bottleneck identified as an opportunity to squeeze the gap which is left by the computational

needs of the pricing learner. We make use of JAX to parallelize on the TPU, and surprisingly we
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open up a large speedup even on CPU-only compute, improving throughput from 26 to 220 steps/s

in the baseline configuration and from 7.2 to 136 steps/s under the full robust inner loop, an 8.5×

and 19× speedup respectively.

4 Results

In our work, the gap we target is not the detection for its own sake. Our aim is to understand

behavioral signals which can support pricing decisions once agent traffic is present. Now we set to

conclude and piece together the path we laid out in section 1.3. We established distinguishability

(behavioral evidence and test) that estimate how contamination shifts revenue in an adversarial

environment and finally we compare robust and baseline pricing under factorial training.
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Figure 10: Evolution of price distributions over experiment steps. The heatmap illustrates the den-
sity of price offerings. This is an early baseline simulation which demonstrates supra-competitive
price-setting in deep learning agents such as Soft Actor Critic as can be clearly seen by the high
density at the highest available price.
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4.1 Behavioral Analysis

Distinguishability between human and agent sessions is evaluated by computing per-session diver-

gence gap scores Δ𝐻,𝑠 − Δ𝐴,𝑠 and comparing the two groups with a Mann-Whitney𝑈 test. The full

recorded cohort contains 𝑛𝐻 = 13 human sessions and 𝑛𝐴 = 16 agent sessions, and Table 5 reports

the corresponding group-level statistics and test result.

Table 5: Per-session divergence gap (Δ𝐻 − Δ𝐴) by actor class with Mann-Whitney𝑈 test.

Group 𝑛 Mean gap Std

Human sessions 13 −3.35 2.67
Agent sessions 16 +1.65 2.83

Mann-Whitney two-sided test: 𝑝 < 0.001

The sign structure is consistent with the theoretical expectation: human sessions produce

negative gap scores (closer to the human centroid, far from the agent centroid) while agent sessions

produce positive gap scores (closer to the agent centroid). The two-sided test result (𝑝 < 0.001)

at 𝑛𝐻 = 13, 𝑛𝐴 = 16 indicates strong rank distinction between groups, providing evidence that the

transition kernels are distinguishable enough to justify their use as a control signal in downstream

pricing.

4.2 Experimental Outcomes

To evaluate robustness contributions, we compare two policies on the same environment family:

(i) robust pricing with COI-aware reward and adversarial contamination step, and (ii) a baseline

policy with revenue-only reward.

We report two preliminary stages before the full factorial interpretation. First, we executed a

short calibration run at 𝛼 = 0.3 (2 evaluation episodes, 3000 training timesteps per tier) across

qtable, ppo, a2c, and dqn. In that first run, ppo produced the highest objective score and revenue

(objective = 3.76e5, revenue = 4.15e5), while the remaining tiers stayed lower in this small-budget

regime. The corresponding price traces show a monotone escalation for ppo (mean price from
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8.61e1 to 1.49e2), whereas qtable, a2c, and dqn remained nearly flat over the episode horizon.

This confirms that the simulation loop is able to express policy-dependent pricing dynamics rather

than collapsing into a single trajectory shape.

4.2.1 The Impact of Contamination on Revenue

The contamination–revenue slope is estimated on a controlled cohort (single sweep, baseline policy,

𝑛products = 100, 𝑛 = 95). In this setting, contamination 𝛼 is set exogenously by the experiment,

so the slope identifies the within-sweep causal effect of contamination on revenue under fixed

policy and environment settings. These results are in favor of our second research question SQ2

(Theoretical Impact) from section 1.3.

Table 6: Slope verification table for contamination versus revenue.

Term Coef. Std. Err. 𝑡 𝑝 > |𝑡 | 95% CI

Intercept 348,823.41 784.29 444.77 < 10−99 [347, 264.96, 350, 381.86]
𝛼 −90, 140.53 1,466.90 −61.45 4.27 × 10−77 [−93, 053.38, −87, 227.68]
HC1 robust check (𝛼) −90, 140.53 2,185.22 −41.25 1.42 × 10−61 –

Interpreted on the contamination grid, a +0.1 increase in 𝛼 corresponds to an average revenue

decrease of about 9,014 units, and the robust check preserves both direction and significance.

4.2.2 Large Scale Factorial Training

In our complete training runs we logged ≈ 180 days of net compute time. The results we draw

from extensive training are (i) the ability to extract COI is greater in the presence of robustness

within the training loop (ii) short term revenue measurements suffer ≈ 3% loss but COI margin

compensates for this loss in the long run (iii) a larger catalog size contributes positively to COI

preservation under higher contamination ratios (iv) supra-competitive pricing is a natural reward

hacking tendency which is drastically reduced by a balanced UX penalty
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Figure 11: Revenue curves by contamination for the final cohort. The baseline remains above the
defended curve in most cells, but the gap narrows in the high-contamination region.

4.3 Interpretation and Insights

The Mann-Whitney result (𝑝 < 0.001) confirms that per-session divergence gaps distinguish the

two actor classes with near-zero overlap in rank ordering. This is the condition required for

distinguishability to act as a useful control signal in the pricing loop rather than just an auxiliary

classifier score. This is a direct result relevant to our first pillar SQ1 (Distinguishability) from

section 1.3.

The first calibration and paired benchmark runs additionally confirm three practical points

aligned with the thesis. First, the control loop is reproducible end-to-end (training, evaluation,

artifact generation) across algorithms and contamination levels. Second, policy class materially

changes price trajectories and resulting COI/revenue profiles under identical environment settings.

Third, objective improvements from robustness are regime-dependent in the current baseline, which

is consistent with the thesis claim that contamination-aware pricing needs explicit calibration rather



PHANTOM 42

0.0 0.2 0.4 0.6 0.8 1.0
Contamination 

135.25

135.50

135.75

136.00

136.25

136.50

136.75

137.00

137.25

M
ea

n 
C

O
I l

ev
el

Final Cohort COI Curves

Baseline
Defended
Gap

Figure 12: COI level curves by contamination for the final cohort. The shaded band marks the
per-𝛼 gap between defended and baseline policies.

than a one-size-fits-all penalty.

We also note that maximizing revenue in isolation can favor aggressive high-price behavior,

even in our early runs, the non-robust aggregate shows slightly higher mean COI and margin. For

this reason, all subsequent reporting in this thesis is interpreted on a multi-metric basis (objective,

revenue, COI, and stability), and not by revenue alone. This is another direct answer to our third

pillar SQ3 (Robust Mitigation) from section 1.3.

4.4 Anomalies

In our initial runs, we observed an instability pocket in one completed run (A2C, robust, seed 11,

𝛼 = 0.30) with a large performance drop relative to neighboring configurations. We retain this

run in the preliminary summary to avoid survivorship bias and treat it as evidence that robustness

sensitivity analysis is necessary before final conclusions.



PHANTOM 43

5 25 50 100
Product count

1.5

1.0

0.5

0.0

0.5

1.0

1.5

C
O

I p
re

se
rv

ed
 (d

ef
en

de
d 

m
in

us
 b

as
el

in
e)

-0.87
-0.98

-0.24

+1.49

-0.51 -0.48

+0.13

+0.93

COI Preservation by Product Count at = 0.0 vs = 1.0
= 0.0
= 1.0

Figure 13: COI preservation by product count at the contamination endpoints (𝛼 = 0.0 and𝛼 = 1.0).
Bars report defended-minus-baseline mean COI level, with the zero line separating preservation
from erosion.

5 Discussion

5.1 Transition to Agentic Market Microstructure

Our analysis of the interaction dynamics between the platform and non-human actors suggests that

the current static pricing models are insufficient for an agent-mediated economy. If we assume a

transition toward a direct revelation mechanism, where actors must reveal their true valuation of a

good through bidding dynamics, we inevitably introduce significant stochasticity into the pricing

system. Unlike traditional e-commerce where prices are relatively sticky, such a mechanism implies

a high volatility characteristic of financial equity markets (without the fungibility however).

However, e-commerce commodities differ fundamentally from financial securities: they possess

a hard floor defined by unit economics and reservation prices. The market might react enthusiasti-

cally to an iPhone priced at $1. Such a transaction is not permissible. The platform must establish
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an initial valuation anchor (𝑃0) defined by the marginal cost plus a target margin, around which the

market price is permitted to fluctuate.

We float the introduction of GenAI Agents as Institutional Market Makers. As the arms race for

greater autonomy of agentic systems grows, the commercial viability of AI agents has the potential

to disseminate into everyday users directly interacting with them rather than e-commerce platforms.

This is also under the assumption of expected transactional capabilities being given to AI Agents.

5.2 Risk Assessment and Limitations

Behavior-based pricing raises predictable ethics questions when models are opaque: a behavioral

profile can become a basis for price discrimination or exclusion if deployed without governance.

Universal behavioral profile modeling (UBPM) in recommendation already shows how fine-grained

traces enable strong personalization. The same machinery applied to prices needs guardrails.

We balance human and agent sessions near one-to-one so cohorts are comparable despite

different population sizes. The row-level dataset still contains thousands of events.

With the exponential growth in capability of agents aswell as user expectations, a degree of

model drift is expected in this setting. The computational requirements for continuous extraction

of margin as demonstrated by our work are required by the persistent speed of the market. Rein-

forcement learning that sacrifices legitimate user experience for short run revenue does not hold

up in the long run. Reward hacking, to which pricing algorithms are not impervious due to their

limited interpretability, is a significant risk for a company if live revenue is in play. Deployment

requires consistent monitoring and constraints beyond what was done as an exercise in this work.

6 Conclusion

This thesis examined reinforcement-learning policies for dynamic pricing when a fraction of traffic is

orchestrated by non-human agents intent on extracting information before purchase. We introduced

COI-oriented metrics, a behavioral distinguishability layer, and a distributionally robust training
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loop, empirical runs show where robustness helps and where it must be tuned.

6.1 Summary of contributions

Our work has yielded a broad set of dependencies which we carefully orchestrated to give us

measurable results. To give a clear picture we outline the specific contributions of each stage

of our work. The theoretical component formalizes why agent-mediated reconnaissance erodes

pricing power, the behavioral component establishes that such contamination is detectable from

interaction traces alone, the control component translates that distinguishability into a robust pricing

mechanism, and the systems component provides the controlled experimental environment required

to observe, test, and reproduce these effects.

• TPU-accelerated parallelization of the behavioral simulation and reinforcement learning

pipeline, making large factorial sweeps tractable.

• Formalization of non-human transaction orchestration in e-commerce as a distinct source of

contamination in dynamic pricing systems.

• Definition of the Cost of Information (COI) as a mechanism-level quantity for pricing power,

together with a theorem on its erosion under increasing agent saturation.

• Design and implementation of a controlled e-commerce research platform on a hybrid Kappa–

Lambda architecture for collecting and replaying high-fidelity interaction trajectories.

• Construction and empirical validation of a behavioral distinguishability framework that sep-

arates human and agent sessions from interaction signals alone using transition kernels and

KL-based divergence.

• A generative contamination mechanism that injects learned agent behavior into the pricing

environment for controlled robustness experiments.

• Translation of distinguishability scores into defensive pricing via distributionally robust

reinforcement learning under non-stationary contamination.
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• Evidence that contamination depresses revenue and that robustness gains are regime-dependent,

so penalties and radii need calibration rather than a single default.

• Release of a public experimental artifact (code and dataset) for reproducing and extending

work on agent-mediated traffic.

6.2 Limitations and future work

Several constraints are intentional and could be relaxed later. Action weights in the demand proxy

are currently derived from simple divergence rankings, learning them from data is an obvious

next step. We propose a jointly learn the demand proxy, policy, and simulator parameters instead

of treating them modularly. Another avenue we could not cover in this work is incorporating

Bayesian methods better capture demand uncertainty and propagation of that uncertainty into

reward systems. The Stackelberg interface assumes a clean alternation between platform move

and market response. Richer histories (multi-agent, multi-platform) would need a less rigid state

definition. Non-perishable catalog supply in the simulator widens the sim-to-real gap for inventory-

constrained domains. Within-session contamination is modeled as stable, time-varying 𝛼 inside a

session would better match some attack patterns.

Before any deployment, human baselines should grow beyond the convenience sample used

here, catalog scaling laws should be re-checked when transition matrices grow with SKU count, and

the full pipeline should be re-validated under production traffic volumes, governance constraints,

and product mixes. We conclude our work with enthusiasm for future developments in the field of

agent mediated commerce, we are excited to provide the foundations for these developments and

hope to see future work in similar spirit.
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A Terminology

Agent 𝐴 A non-human actor, typically an LLM-driven system that executes web actions toward a

goal.

Human 𝐻 A human participant interacting with the platform to complete a task.

Actor Class 𝑌 A latent class parameter describing whether a session is generated by a human or

an agent profile.

Platform A web interface exposing purchasable items and their offered prices.

Session 𝑠 A bounded interaction record tied to one actor and one session identifier.

Event 𝑒𝑠,𝑘 A single interaction tuple in a session, including action, item target, and timestamp.

Trajectory 𝜏𝑠 The ordered sequence of events generated within a session.

Demand Proxy 𝑞𝑡,𝑖 A weighted aggregate of observed actions used as an operational substitute

for latent demand.

Action Weight Function 𝜔(𝑎) A mapping from action type to signal strength in the demand proxy.

True Demand 𝑑 (𝑝 | 𝑌, 𝜃) The latent purchase response as a function of price, actor class, and

latent type.

Contamination 𝛼 The proportion of agent-generated traffic in the session mixture.

Non-stationary Noise 𝜖𝑡 Time-varying residual variation not explained by the actor mixture.

Pricing Policy 𝜋(𝜏) A function mapping observed interaction history to an offered price.

Cost of Information (COI) The expected premium above the minimum viable price induced by

the pricing policy.
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COI Leakage A per-quote penalty term modeling information revealed to reconnaissance behav-

ior.

First-Order Statistic 𝑝 (1) The minimum observed price among multiple independent queries.

Transition Kernel T A Markov transition matrix over behavioral states or actions.

Distinguishability The degree to which human and agent sessions can be distinguished from

behavior alone.

KL Divergence 𝐷𝐾𝐿 A relative-entropy measure used to compare session transition structure

against class prototypes.

Divergence Scores Δ𝐻 ,Δ𝐴 Session-level distances to human and agent transition centroids.

Weak Agent Probability 𝑓 (𝜏) A session-level score estimating the likelihood that a trajectory is

agent-generated.

Contamination Generator G(𝛼) A simulator component that injects synthetic agent trajectories

to reach a target mixture level.

Stackelberg Game A leader-follower formulation where the platform sets prices and demand

responds.

Ambiguity SetU𝜖 A set of plausible demand distributions considered under distributional uncer-

tainty.

Wasserstein Ball A distance-bounded neighborhood around an empirical distribution used in

robust optimization.

DR-RL Distributionally Robust Reinforcement Learning for policies trained against worst-case

distributional shifts.

Nominal Contamination 𝛼0 The baseline contamination level around which robust candidates are

evaluated.
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Robustness Radius 𝜖𝛼 The local interval width used for inner minimization over contamination

scenarios.

Query-Tax Surrogate A constant leakage proxy assigning fixed penalty to suspected reconnais-

sance queries.

Revelation Surrogate A leakage proxy based on − log 𝜋(𝑝 | 𝜏) to penalize highly informative

quotes.

Limbo Stack The alternating game-history buffer that stores leader price moves and follower

demand responses.

UX Index A bounded user-experience metric tracked to evaluate policy side effects on legitimate

users.

Look-to-Book Ratio The ratio of search-like interactions to completed purchases, used as an

operational contamination indicator.

Hybrid Kappa-Lambda Architecture A data design combining streaming ingestion with offline

and batch learning loops.

MDP / POMDP Sequential decision models with full observability (MDP) or partial observability

(POMDP).

Behavioral Model A model predicting what action is likely to follow from prior actions.

LLM Large Language Model served through an inference provider with tool-use capability.

TPU Tensor Processing Unit, a specialized accelerator architecture developed by Google.

B Aggregate Compute Budget Derivation

The claimed peak throughput of approximately 160 PFLOPS follows from multiplying the per-chip

BF16 peak (from official Google Cloud TPU documentation) by the number of chips in each
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allocation tier and summing across generations.

Table 7: Per-generation contribution to aggregate BF16 throughput.

TPU Gen. Chips Peak BF16/chip (TFLOPS) Subtotal (TFLOPS)

v6e (Trillium) 128 918 128 × 918 = 117,504
v5e 128 197 128 × 197 = 25,216
v4 64 275 64 × 275 = 17,600

Total 320 160,320

Converting to petaFLOPS: 160,320 TFLOPS = 160.32 PFLOPS ≈ 160 PFLOPS. This is

the theoretical peak under sustained BF16 arithmetic; realized throughput depends on memory

bandwidth utilization and inter-chip communication overhead, but the figure serves as a useful

upper bound for provisioning decisions.

C KL divergence when the reference has zeros

The textbook definition 𝐷KL(𝑃 ∥ 𝑄) =
∑
𝑘 𝑃(𝑘) log(𝑃(𝑘)/𝑄(𝑘)) is not usable as-is when our

empirical reference puts 𝑄(𝑘) = 0 somewhere the session distribution still visits: if 𝑃(𝑘) > 0 and

𝑄(𝑘) = 0, that term wants to blow up to infinity. With only 29 sessions the estimated transition

rows are incredibly sparse.

In code we do the basic fix: add a tiny floor 𝜀 to both the numerator and denominator inside

the log so nothing is exactly zero, which turns the sum into a finite, smoothed surrogate rather

than a literal KL to raw counts. We also skip source states that do not exist at all in the reference

kernel, because there is nowhere honest to compare against. This keeps the pipeline running and

the divergence scores on a comparable scale, at the cost that the number is regularized KL behavior,

not a purist information-theoretic quantity, which is acceptable here because we only use the gap

between human-anchored and agent-anchored scores as a weak separability signal.
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D Expanding the Intuition of Information Value in the Reward

Leakage is COIleak = 𝑓 (𝜏′) · InfoValue. The query-tax form fixes InfoValue = 𝑐 > 0. The

revelation form sets InfoValue(𝑝, 𝜏′) = − log 𝜋(𝑝 | 𝜏′), with 𝜋(· | 𝜏′) the policy distribution over

quoted prices in context 𝜏′ (discretized as in the engine).

For an outcome with probability 𝑞, the quantity − log 𝑞 is surprisal. For independent events,

− log
∏
𝑖 𝑞𝑖 =

∑
𝑖 (− log 𝑞𝑖). The revelation term is surprisal under 𝑋 ∼ 𝜋(· | 𝜏′), multiplied by

𝑓 (𝜏′). In practice we do max{𝜋, 𝜀} in place of 𝜋 so the log stays finite (same spirit as Appendix C).


	Introduction
	Motivation and Market Context
	Solution Space Overview
	Research Questions

	Literature Review
	Agent Taxonomy and Definitions
	Economic Agents: From Homo Economicus to Machina Economicus
	Problem Evidence and Market Impact
	Theoretical Foundations: Economic Parallels
	Landscape of Existing Work

	Methodology
	Problem Formalization
	Actor Types and Demand Curves

	Cost of Information (COI) Framework
	System Architecture: Hybrid Kappa-Lambda Architecture
	DevOps Principles
	Online Dynamic Pricing

	Experimental Design
	Design of Training Sweeps
	Interaction Schema

	Generative Contamination and Distinguishability
	Ground-Truth Distinguishability
	Transition Probability Estimation

	Distributionally Robust Reinforcement Learning (DR-RL)
	Ambiguity Set Construction
	Environment Setup for Dynamic Pricing
	The Min-Max Objective
	Actor Implementation
	Pricing Mechanism Summary

	Parallelization Strategy
	Computational Cost Analysis of the Simulation Step


	Results
	Behavioral Analysis
	Experimental Outcomes
	The Impact of Contamination on Revenue
	Large Scale Factorial Training

	Interpretation and Insights
	Anomalies

	Discussion
	Transition to Agentic Market Microstructure
	Risk Assessment and Limitations

	Conclusion
	Summary of contributions
	Limitations and future work

	Terminology
	Aggregate Compute Budget Derivation
	KL divergence when the reference has zeros
	Expanding the Intuition of Information Value in the Reward

